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Abstract

Due to the enormous scientific progress of internet-related technologies, in today’s scenario, it is
very easy and cost-effective to transmit images over the internet or store them in cloud storage.
However, transmitting or storing the images online does not appear to be 100% secure. That
is why, sometimes, these are handy to the adversary or attacker to steal or destroy important
images that are transmitted or stored digitally. It is very essential to protect these important
images from being stolen or destroyed by means of hackers in certain fields, especially in in-
dustrial or defense sectors. To address these inconveniences, researchers have tried to develop
numerous protection techniques together with cryptography. Secret Sharing (SS), one of the
foremost very essential topics in cryptography, is considered to be one of the major primitives
to protect important images. Secret Sharing is a method of sharing secret information among a
set P of n persons in such a way that certain predefined sets of qualified participants can recon-
struct the secret information while certain predefined forbidden sets of participants will have no
information about the secret even if they come together. Due to its applications in Multiparty
Computations, Private Information Retrieval, Private Distributed Storage, etc. secret sharing
has become a pivot in research in information sciences. As a very particular case, if the secret
is an image, then a secret sharing scheme is called a secret image sharing scheme. Broadly
speaking, in the literature, Secret Image Sharing (SIS) schemes have two different approaches,
one is visual cryptography and the other is Polynomial Based Secret Image Sharing. The basic
security model of SIS guarantees that even with the knowledge of a non-qualified set of shares,
an adversary is unable to guess the secret pixel. However, to capture more realistic scenarios,
active attacks on the system must be considered – where an adversary controlling a non-qualified
subset of shares may tamper with the shares and submit them during the reconstruction phase.
Depending on the behavior, adversaries are broadly classified into two categories - non-rushing
and rushing. In the former, an adversary does not wait for other honest participants to sub-
mit their shares and modify the adversarial share(s) without depending on the honest shares.
Whereas, in the latter, the adversary waits to see the honest shares and then rushes to sub-
mit the corrupted share(s). Securing a system against such adversarial attacks is the ultimate
goal of a secret image-sharing scheme. To model a realistic attack scenario we consider rushing
adversary for examining the security of the existing polynomial-based SIS against such active
attacks. In this talk, I shall mainly emphasize on few attacks on Secret Image Sharing Schemes.
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