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Introduction

Symmetric Key Cryptography
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Introduction

Kerckhoffs’s principle
The principle says that a cryptosystem should be secure, even if everything about the system,
except the key, is public knowledge.
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Cryptographic Goal

Data Confidentiality

Sougata Mandal (IAI, TCG CREST) Leakage-Resilient Symmetric Key Cryptography 9 / 59



Cryptographic Goal

Encryption-Decryption
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Cryptographic Goal

Encryption

b
$←− {0, 1} Win if b = b̂

mi

cb,i, (s.t. c0,i ← E(k,mi) and c1,i
$←− C)

b̂ ∈ {0, 1}
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Cryptographic Goal

Data Integrity

Sougata Mandal (IAI, TCG CREST) Leakage-Resilient Symmetric Key Cryptography 12 / 59



Cryptographic Goal

Message Authentication Code (MAC)

Used for message integrity.

MAC = (S ,V ).

Signing algorithm: S(k,m) = t, for sender.

Verification algorithm: V (k ,m, t) = accept/reject, for receiver.
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Cryptographic Goal

Secure MAC

Mi

τi = S(k,Mi)
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Cryptographic Goal

Secure MAC

Mi

τi = S(k,Mi)

(M, τ)

Win if (M, τ) is fresh and valid
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Primitives

Basic Cryptographic Primitives
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Primitives

Pseudo Random Function (PRF)

F :M×K → C, whereM := {0, 1}m, K := {0, 1}k and C := {0, 1}n

f $←− Func[M, C], where Func[M, C] is the set of all functions g :M→ C
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Primitives

Block Cipher

E :M×K → C, whereM := {0, 1}n, K := {0, 1}k and C := {0, 1}n

Em

k

c
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Primitives

Hash Function

H : {0, 1}∗ → {0, 1}n.
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Primitives

Security of Hash

Collision resistant: Hard to find x1 and x2 such that H(x1) = H(x2).

Second pre-image resistant: Given y = H(x), for any x
$←− {0, 1}∗, hard to find z such

that H(z) = y .

Range-oriented pre-image resistant: Given y
$←− {0, 1}n, hard to find x such that

H(x) = y .
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Real(Leaking) world
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Real(Leaking) world

Physical Attack: due to Power-Leakage

Calculate (mk mod n), for any message m and key k .

Use Square and Multiply.

Number of multiplications = number of 1’s.

Multiplication takes more time and power than squaring.

Observing power and time pattern guess the key.
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Real(Leaking) world

Physical Attacks

Power analysis:

Simple Power Analysis (SPA)
Differential Power Analysis (DPA)

Timing attack.

Deep-learning-based side-channel attack.

Optical side-channel attack.

Cache side-channel attack.

Allocation-based side channels.
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Real(Leaking) world

Leakage Property

Information leakage about input.

All internal calculated values.

Example: One bit of the secret key.

Can we assume bound on leakage?
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Real(Leaking) world

CBC-MAC

E

M0

k E

M1

k E

M2

k

IV

· · · · · · E

Mn

k

τ

· · · · · · E

Mn

k

τ

If E is secure block cipher then CBC-MAC is a secure MAC.
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Real(Leaking) world

CBC-MAC with Unbounded Leakage

M

τ = S(k,M)

k
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Real(Leaking) world

CBC-MAC with Unbounded Leakage

M

τ = S(k,M)

k
(M, τ)
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Real(Leaking) world
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Real(Leaking) world
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Real(Leaking) world

Countermeasure

Leak free implementation.

Leak nothing.
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Real(Leaking) world

Problem

Very expensive.

Minimal use.
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Leakage Resilient(L-R) scheme

Design Rationale

Problem with CBC-MAC: same key for each message block.

Different key for each message block.

Minimal use of leak-free component.
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Leakage Resilient(L-R) scheme

L-R Encryption

Mi

Ci = Enc(IV, k,Mi)

li = L(IV, k,mi, Ci)
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Leakage Resilient(L-R) scheme

L-R Encryption

Mi

Ci = Enc(IV, k,Mi)

li = L(IV, k,mi, Ci)

(IV, C)
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Leakage Resilient(L-R) scheme

L-R Encryption

Mi

Ci = Enc(IV, k,Mi)

li = L(IV, k,mi, Ci)

(IV, C)

C is fresh and valid

Sougata Mandal (IAI, TCG CREST) Leakage-Resilient Symmetric Key Cryptography 37 / 59



Leakage Resilient(L-R) scheme

L-R Encryption

b
$←− {0, 1} Win if b = b̂

mi

cb,i, (s.t. c0,i ← E(k,mi) and c1,i
$←− C)

b̂ ∈ {0, 1}
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Literature Survey

Pereira et al. [CCS’15]

Re-Keying L-R MAC
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Literature Survey

Pereira et al. [CCS’15]

Hash then MAC paradigm
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Literature Survey

What about confidentiality?
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Literature Survey

Pereira et al. [CCS’15]

L-R encryption scheme
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Literature Survey

Can we achieve both integrity and confidentiality?
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Literature Survey

Authenticated Encryption
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Literature Survey

Berti et al. [AsiaCCS’18]

Coin Misuse-Resistant (M-R) Authenticated Encryption (AE).

New scheme PSV-AE.
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Literature Survey

PSV-MAC
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Literature Survey

PSV-Enc
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Literature Survey

Security and way forward

PSV-AE is M-R AE.

Use two different key.

Simple Power Analysis (SPA) attack on PSV-AE.

Cipher text Integrity with Misuse and Leakage (CIML) security notion.

AE scheme DTE with single key.
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Literature Survey

DTE
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Literature Survey

Can we reduce the number of leak-free component?
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Literature Survey

DCE
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Literature Survey

Berti et al. [TCS’17]

Leakage during decryption.

CIML2: CIML with Decryption Leakage (Confidentiality).

DTE is not CIML2 secure.

DTE2: DTE with leak free permutation.

EavDL: Eavesdropper security with decryption leakage (Indistinguishability).

EDT: CIML2 and EavDL secure Authenticated Encryption scheme.
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Berti et al. [TCHES’20]

EDT can not handle Associated Data

Security degradation in multi-user settings.

muCIML2: CIML2 in multi-user settings.

TEDT: muCIML2 secure Authenticated Encryption with Associated Data(AEAD).
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List [LATINCRYPT’21]

Replace hash function of TEDT by "Naito’s MDPH".

Nonce used in "Tag generation".

Achieves Beyond Birthday Bound (BBB) security under leakage assumption.
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Future scope

Analysis of security of various modes under leakage assumption.

Finding suitable hash function and other primitives for designing leakage resilient schemes.

Efficiency in multi-user scenario.

Analysis of security under leakage assumption of stateless and stateful schemes.
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