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Historic Ciphers: Scytale
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Historic Ciphers: Enigma Machine

https://www.youtube.com/watch?v=ybkkiGtJmkM
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Classical Ciphers

Shift Cipher

Substitution Cipher

Affine Cipher

Vigenere Cipher

Hill Cipher

Permutation Cipher
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Cryptanalysis of Shift Cipher
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Cryptanalysis of Shift Cipher

Can you decipher the following text?

After applying brute force search:
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Cryptanalysis of Affine Cipher
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Cryptanalysis of Affine Cipher

Can you decipher the following text?

Use frequency of characters.
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Frequency Table of the English Language
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Cryptanalysis of Affine Cipher: Frequency Table for the Ciphertext
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Cryptanalysis of Affine Cipher

Can you decipher the following text?

Guess: eK (e) = R, eK (t) = D

Solve for 4a + b = 17, 19a + b = 3.

Unique solution a = 6, b = 19. (Not Valid..!!)

Guess: eK (e) = R, eK (t) = H

Solution a = 3, b = 5
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Cryptanalysis of Affine Cipher

Can you decipher the following text?

Solving with a = 3, b = 5:
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Cryptanalysis of Affine Cipher

Can you decipher the following text?

Solving with a = 3, b = 5:
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Cryptanalysis of Substitution Cipher
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Cryptanalysis of Substitution Cipher

Can you decipher the following text?
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Cryptanalysis of Substitution Cipher: Frequency Table
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Cryptanalysis of Substitution Cipher: Frequency Table

Look at di-grams:

Also look at tri-grams:
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Cryptanalysis of Substitution Cipher: Frequency of Occurances
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Cryptanalysis of Substitution Cipher: Frequency Table
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Cryptanalysis of Substitution Cipher

Z occurs 20 times: dK (Z ) = e

C ,D,F , J,M,R,Y might be encryptions of t, a, o, i , n, s, h, r , but difficult to predict.

Look at digrams of the form Z and Z .

ZW : 4, WZ : 0, W less frequent: dK (W ) = d

DZ : 4, ZD : 2: dK (D) ∈ {r , s, t}

ZRW : 1, RW : 2, R frequent: dK (R) = n
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Cryptanalysis of Substitution Cipher
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Cryptanalysis of Substitution Cipher
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Cryptanalysis of Substitution Cipher
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Cryptanalysis of Substitution Cipher

N. Datta (IAI, TCG Crest) Cryptology: Classical Ciphers and their Cryptanalysis 23 / 26



Cryptanalysis of Vigenere Cipher
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Cryptanalysis of Vigenere Cipher
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Cryptanalysis of Vigenere Cipher

How can you find m?

Given m, how can you decrypt?

Can you use the following result?

Index of coincidence: Ic(x) denotes the probability that two random elements of
x = (x1x2 · · · xn) are identical.

For a set of 26 random elements, Ic(x) = 1
26 = 0.038

However, for english dictionary Ic(x) = 0.065

N. Datta (IAI, TCG Crest) Cryptology: Classical Ciphers and their Cryptanalysis 26 / 26



Cryptanalysis of Vigenere Cipher

How can you find m?

Given m, how can you decrypt?

Can you use the following result?

Index of coincidence: Ic(x) denotes the probability that two random elements of
x = (x1x2 · · · xn) are identical.

For a set of 26 random elements, Ic(x) = 1
26 = 0.038

However, for english dictionary Ic(x) = 0.065

N. Datta (IAI, TCG Crest) Cryptology: Classical Ciphers and their Cryptanalysis 26 / 26


