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Linear Cryptanalysis

@ Consider a basic cipher: C =M & K.

@ Can you mount a key recovery attack?
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Linear Cryptanalysis

@ Consider a basic cipher: C =M & K.

@ Can you mount a key recovery attack?

Key Recovery Attack
o Make a query M;. Say the ciphertext is (3.
@ Return K = M; & G.
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Basic Overview of Linear Cryptanalysis

Linear Cryptanalysis

Consider a basic cipher of 4 bits:

] =
2 =
B =
cl4 =

M[1] @ M[2] ® K[1] ® K[2]
M[3] & K[2] & K][3]

M[1] @ M[3] ® K[3] @ K[4]
M[2] © M[4] ® K[1] @ K[3]

@ Can you have a key recovery attack?

@ What is the adversarial model?
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Linear Cryptanalysis

Consider a basic cipher of 4 bits:

Cl1] = M1]e M[2]® K[1] ® K[2]
Cl2] = M[BlaK[2]® K[3]

C[3] = M1]e M[3] & K[3] & K[4]
Cl4] = M2l M[4] & K[1] & K[3]

e Guess a key say K[1]. Find K[2], K[3], K[4]. Complexity reduces from 2% to 2.

@ Known Plaintext Attack is good enough to mount the attack.
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Linear Cryptanalysis

Consider any cipher:
C=a- Mdb-K.

Generic Result

If ciphertext is a linear combination of the plaintext and the key, it is easy to mount
o key recovery attack,
o distinguishing attack.

What happens for non-linear functions?

Try to approximate a non-linear function by a linear function.
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B2 T S
First Toy Cipher: Cipherl

CZS(m@ko)@kl

[ x JoT1T7T27374[576[7[8[9[ATBJCIDIETF
F 6 7 [8[0[3]0 2215

B
[s8[ol3[9oTA]

1[2][3 5
[SW[FIETB]C[6[D]

Table: Sample S-Box

Can you recover the key here?
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L0722 G e
Main ldea: Linear Appoximation of the S-Box

Choose « =(1001) and 5= (001 0).

[ x TOoTI[2[374[576[7[8[9TATBJC[DJETF]
[ S [FTE[B[Cc]6[D[7[8[0[3][9[AJa[2]1T[5]
[ a-x TOTJT1TJTOJT1[O0O[1TJO[JTT1TJTO[1T]OT[1TT[O0T[1T0]
[B-SGo [t ]1[tfofJtJofJtJofo[1]o]1]o[1T]0o[o0]
Table: linear approximation of S-Box
Linear Approximation of the S-Box
a-x @ f-5(x) =1, with probability 7/8. J
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L0722 G e
Main ldea: Linear Appoximation of the S-Box

k() k'l
Ol S e

Linear Approximation of the S-Box
® u=m® kg with probability 1.
@ a-u®dfB-v=1with probability 7/8.
@ v = c @ ky with probability 1.
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L0722 G e
Main ldea: Linear Appoximation of the S-Box

k() k'l
Ol S o

Linear Approximation of the S-Box
@ a-u®d v =1 with probability 7/8.
o a-(mM® ko) ® - (c® ki) =1 with probability 7/8.
e a-k®fB -ki=a-m®pF-c®1 with probability 7/8.
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L0722 G e
Main ldea: Linear Appoximation of the S-Box

ko ks

l l

m @ u @ Cc

Linear Approximation of the S-Box J

o Key Recovery complexity reduces from 28 from 27.
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L0722 G e
Main ldea: Linear Appoximation of the S-Box

ko ky
—r O S o

Interesting Observation
o If the probability of the linear approximation is 1/2, you can not mount the attack.

@ Goal: Find a linear approximation that has high deviation from 1/2.
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Understanding Linear Cryptanalysis with Simple Examples Linear Cryptanalysis on Cipherl

Combining Multiple Linear Approximations

Consider two random binary variables X; and X;. Let Pr[X; = 0] = p1 and Pr[X; = 0] = p»
@ Bias of X is defined by p; — 1/2.
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Understanding Linear Cryptanalysis with Simple Examples Linear Cryptanalysis on Cipherl

Combining Multiple Linear Approximations

Consider two random binary variables X; and X;. Let Pr[X; = 0] = p1 and Pr[X; = 0] = p»
@ Bias of X is defined by p; — 1/2.

@ If Xy has bias €1 and X5 has bias €; and they are independent, what is the bias of
X1 X7
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Understanding Linear Cryptanalysis with Simple Examples Linear Cryptanalysis on Cipherl

Combining Multiple Linear Approximations

Consider two random binary variables X; and X;. Let Pr[X; = 0] = p1 and Pr[X; = 0] = p»
@ Bias of X is defined by p; — 1/2.

@ If Xy has bias €1 and X5 has bias €; and they are independent, what is the bias of
X1 X7
@ Can you generalize it for any Xi,..., X;?
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Understanding Linear Cryptanalysis with Simple Examples Linear Cryptanalysis on Cipherl

Combining Multiple Linear Approximations

Consider two random binary variables X; and X;. Let Pr[X; = 0] = p1 and Pr[X; = 0] = p»

@ Bias of X is defined by p; — 1/2.
@ If Xy has bias €1 and X5 has bias €; and they are independent, what is the bias of

X1 X7

@ Can you generalize it for any Xi,..., X;?

Piling-Up Lemma
If €;,,....i, denotes the bias of the random variable X © --

i
-1
i =2 ] 6
j=1

- @ Xj, then

12/31

Nilanjan Datta (IAl, TCG CREST) Linear Cryptanalysis



Bicdevrnz el ol
Example of an Iterative SPN Block Cipher

P plaintext P
L L L L
|H‘H||H‘\||I
II round 1
> = Cipher4
[ ([ 1 = . .
T T T @ 16-bit Cipher
=]l == ]l = ] — e Number of rounds: 4
o S-Box size: 4-bit
ey I]:
[TTT ITTTT TTT1 [TT
I/ S (O[T 2[3[ 4[5 6789 [A[B[C[D[E[F]
(E[4[D[1[2]F][BJ8[3[]A[6[C]5[9[0]7]
| (1 s Table: S-Box
|Hui|'u‘\|||_mm
lln\[]\llHrHll_
|HH||H [T
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Linear Cryptanalysis on SPN

Understanding Linear Cryptanalysis with Simple Examples

Examine Linear Pairs of the S-Box

Table: S-Box

¥

@y,

Xy

T

X

@x,

@Y

DY,

X3
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Understanding Linear Cryptanalysis with Simple Examples Linear Cryptanalysis on SPN

Linear Approximation

Linear Approximation Table (LAT)

2" x 2" table to capture the linear approximation:

Ls(a,b) = [{x € F} : (a-x) = (b- S(x))}| - 2"

Linearity

Maximum value in the LAT (non-zero appoximation):

Ls = |max, p2ols(a, b)|.
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derstanding Linear Cryptanalysis with Simple Examples Linear Cryptanalysis on SPN

High Propagation Ratios for Linear Approximation Table (LAT) for the

S-Box

Output Sum

0 1 2 3 4 5 6 7 8 9 A B C D E F

0|8 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0] 0

Vo o[22 o] 0|2 6 22| o] 0|2|+2] 0] 0

2o o[ =2[=2] 0] 0]=2|-2] 0] 0]+2|+2| 0] 0] 6|2

1isnnn 0] o] o] o]+2][-6|2]-—2]=2][*2|2]-=2

sl o= 0[2]=2]4]=2] 0] 0]—2] 0]=2]+2]4[=2] 0

Posf 022 02| 0][=4]+2]| 2] 0] 4|=2] 0] 2| 2|0

¢ 6| o[22 0] 02| 0] 22|42 0] 0|2

T 0= 02242 0|2 0|2 0]4|2] 0|2

s[ o[ o[ 0] 0] 0] 0] 0] 0]2[+2|2|-—2|2|2]2]=%

u 9l 0] 0] 2]2] 0] 0] 2|2 4] 0]=2]|2] 0] 4] 2|2

m Al o[ 2] 2|a] 0|2 2|22 0] 0]+2]+2] 0] 0

Bl 0= 02|+ 0[=a] 0] 0] 0] 0] 0] 0] 0] 0] ©

cl o[22 =2] o|=2] 0]=2] o]=2|=4] 0|=2] 0] =

Dl o[=2[+2] o] 2|| 0]+ 4| 2|2 0[+2] 0] 0]+2

El 0= =2 0| 24| 0]=2| 2] 0] 0|=2]a]|+2| 2] 0

Fl o= <22 0]=2] 0] 0] 2|22 0]2] 0

. 1 H 1
B'35[1011—>0100] =1 Blas[0100—>0101] =1
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

Computing Biases in the Propagation for the S-Boxes

Sl
Bias of 1011 =3 0100 is 2

2
o Bias of 0100 2 0101 is —1

4
53

o Bias of 0100 =3 0101 is —3
53

o Bias of 0100 =% 0101 is —3
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

Linear Approximation for the First Round:
o V¢ = Ule Ui & U with bias 1/4.
o Vi=(PsoK:) @ (PrdK})® (Ps® Kg) with
bias 1/4.
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

Linear Approximation for the First Round:
o V¢ = Ul U} U with bias 1/4.
o Vi=(PsoK:) @ (PrdK})® (Ps® Kg) with
bias 1/4.

Linear Approximation for the Second Round:
o V2@ V@ = U2 with bias —1/4.
o VZ2& Vg = V¢ KZ with bias —1/4.
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

Linear Approximation upto Second Round (Piling-up
Lemma):

o VZoVZaPsoKioPioKioPsoKi®KE =0
has bias —1/8.
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

First Linear Approximation for the Third Round:
o V@& Vg = U with bias —1/4.
o V@ V§ = V2@ K? with bias —1/4.
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

First Linear Approximation for the Third Round:
o V@& Vg = U with bias —1/4.
o V@ V§ = V2@ K? with bias —1/4.

Second Linear Approximation for the Third Round:
o V3 @ V& = U3, with bias —1/4.
o V3, & VE = V@@ K3, with bias —1/4.
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

Linear Approximation for Third Round (Piling-up
Lemma):

o Vo Vo VEoKZOVELOVEOVEDKE, =0
has bias 1/8.
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

Linear Approximation Upto Third Round (Piling-up
Lemma):

o PsOKi P OKI®Ps®KI KD U d Ki &
UL oKLOKEDUs oKy o Ujg® Kis DK, =0
has bias —1/32.
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Linear Cryptanalysis on SPN
Linear Trail for the SPN

Linear Approximation Upto Third Round (Piling-up
Lemma):

o PsoProPso Ui Ul Ui Ufg® Tk =0
has bias —1/32.

@ Since X is fixed (either 0 or 1),
Ps® P; & Pg @ Ug @ U, © Ug © Ufg = 0 has
bias of magnitude 1/32.
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Extracting Key-bits

Objective
Extract bits from subkey Ks

Target partial sub-key bits
o KS, K5, K5, KS
° K153’ K1547 K1557 K156
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Extracting Key-bits

Objective
Extract bits from subkey Ks

Target partial sub-key bits
o KS, K5, K5, KS
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Understanding Linear Cryptanalysis with Simple Examples Linear Cryptanalysis on SPN

Extracting Key-bits

Towards Obtaining the partial key

@ Collect 10000 (plaintext-ciphertext).
@ For all possible values of the partial key:

o Execute partial decryption to get U* values
o Count = # the linear approximation holds
o Compute the bias: |bias| = |Count — 5000|/10000
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Understanding Linear Cryptanalysis with Simple Examples Linear Cryptanalysis on SPN

Extracting Key-bits

partial subkey | bias | partial subkey | bias |
[Ks5s... K53, Ks.13..K5.16] |K55.. K53, Ks.3.. K36
1C 0.0031 2A 0.0044
1D 0.0078 2B 0.0186
1E 0.0071 2C 0.0094
1F 0.0170 2D 0.0053
20 0.0025 2E 0.0062
21 0.0220 2F 0.0133
22 0.0211 30 0.0027
23 0.0064 31 0.0050
24 0.0336 32 0.0075
25 0.0106 33 0.0162
26 0.0096 34 0.0218
27 0.0074 35 0.0052
28 0.0224 36 0.0056
29 0.0054 37 0.0048

Report the partial sub-key with highest prob (here 0010 0100)

Nilanjan Datta (lAl, TCG CREST)

Linear Cryptanalysis

26 /31



Linear Cryptanalysis on SPN
Estimation on the Number of Known (Plaintext,Ciphertext)

Active S-Boxes

S-Boxes involved in a linear characteristic

Find Linear Bias
~: # Active S-Boxes

fBj: occurrence of the particular linear approximation in the i Active S-box of the
characteristic

LB =214,

@ Number of Chosen (Plaintext,Ciphertext) Pair: N, = ﬁ (Result by Matsui)
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How to Build Linear Cryptanalysis Resistant Cipher

Step 1: Calculate Minimum Number of Active S-Box (w) for round r
Use Mixed Integer Linear Programming (MILP) J
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Building Linear Cryptanalysis Resistant Ciphers

How to Build Linear Cryptanalysis Resistant Cipher

Step 1: Calculate Minimum Number of Active S-Box (w) for round r
Use Mixed Integer Linear Programming (MILP)

Step 2: Find An (Trivial) Upper bound on the Linear Probability for round r

e Find Linear Characteristics (Ic) of the S-Box (maximum propagation ratio)
e Compute LB = 2" 1(Ic)"

Nilanjan Datta (lAl, TCG CREST) Linear Cryptanalysis

28/31




How to Build Linear Cryptanalysis Resistant Cipher

Step 1: Calculate Minimum Number of Active S-Box (w) for round r
Use Mixed Integer Linear Programming (MILP)

Step 2: Find An (Trivial) Upper bound on the Linear Probability for round r

@ Find Linear Characteristics (Ic) of the S-Box (maximum propagation ratio)
e Compute LB = 2" 1(Ic)"

Step 3: Estimate Number of Rounds r

Find r such that LB? < 27" (Recall number of Known Plaintext-Ciphertext Pairs)
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Building Linear Cryptanalysis Resistant Ciphers

Exercise

Given the following facts, find the minimum number of rounds for GIFT-64 to resist linear
cryptanalysis:

@ Linear bias of the S-Box is 272.

@ Number of active S-Boxes in the linear trail for any r rounds of GIFT-64 is 2r.
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Building Linear Cryptanalysis Resistant Ciphers
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Building Linear Cryptanalysis Resistant Ciphers

Thank You. !l
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